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1. Policy Statement 

Storyy Education is committed to creating safe, supportive and inclusive learning environments 

where every student can benefit from digital technology whilst being protected from harm. The 

organisation recognises that technology plays an integral role in modern education, communication 

and everyday life, providing significant opportunities for learning, creativity, collaboration and 

preparation for adulthood. At the same time, digital technologies present safeguarding risks that 

require a proactive, informed and whole-organisation approach. 

As a specialist Alternative Provision provider delivering the RESET and BRIGHT programmes, Storyy 

Education works with many young people who have experienced disrupted education, trauma, 

adverse childhood experiences, emotionally based school avoidance (EBSA), unmet special 

educational needs and disabilities (SEND), social, emotional and mental health (SEMH) needs or 

other vulnerabilities. These experiences may increase a student's exposure to online harm or reduce 

their confidence in recognising and responding to digital risks. Storyy Education therefore regards 

online safety as a fundamental safeguarding responsibility rather than simply an aspect of 

information technology. 

Online safety is embedded throughout the wider curriculum, therapeutic mentoring, restorative 

practice and everyday interactions with students. Through planned teaching, positive relationships 

and practical experiences, students develop the knowledge, skills and confidence needed to use 

technology safely, responsibly and respectfully, whilst recognising risks, protecting themselves and 

others and making informed decisions in an increasingly digital world. 

This policy establishes Storyy Education's approach to online safety, digital safeguarding and the 

acceptable use of technology by students, staff, volunteers, contractors and visitors. It reflects the 

organisation's commitment to safeguarding, promoting positive digital citizenship and maintaining 

secure digital systems that support high-quality education and effective professional practice. 

The policy should be read alongside the Storyy Education Child Protection and Safeguarding Policy, 

Positive Behaviour, Relationships and Emotional Regulation Policy, PSHE and RSHE Policy, Curriculum 

Policy, Attendance Policy, Mobile Phone and Smart Device Policy, Equality, Diversity and Inclusion 

Policy, Data Protection Policy and Staff Code of Conduct to ensure a consistent and coordinated 

approach across the organisation.  

2. Vision and Purpose 

Storyy Education believes that every young person should be equipped with the knowledge, 

understanding and confidence needed to participate safely, responsibly and successfully within the 

digital world. Technology should enhance learning, strengthen communication, increase 

opportunities and prepare students for adult life whilst never compromising their safety, wellbeing 

or dignity. 

The organisation recognises that online safety is not achieved solely through filtering systems or 

restricting access to technology. Effective digital safeguarding is achieved through education, trusted 

relationships, professional curiosity and the development of critical thinking, enabling students to 

recognise risk, make informed decisions and seek support whenever concerns arise. 

Many students referred to Storyy Education have experienced interrupted education or inconsistent 

access to high-quality online safety education. As a result, some students may require additional 

support to develop digital resilience, recognise manipulation or exploitation, understand healthy 

online relationships or safely navigate emerging technologies such as artificial intelligence. Storyy 
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Education therefore delivers online safety through a stage-not-age, trauma-informed approach that 

reflects each student's developmental stage, previous experiences and individual needs. 

The Online Safety, Digital Technology and Acceptable Use Policy aims to: 

• safeguard students from online harm, abuse and exploitation;  

• promote responsible, respectful and ethical use of digital technology;  

• develop confident and informed digital citizens;  

• support staff to model safe and professional online behaviour;  

• establish clear expectations for the acceptable use of technology;  

• ensure that digital safeguarding remains fully integrated within the organisation's wider 

safeguarding arrangements;  

• prepare students for safe participation in education, employment and modern society.  

Through RESET and BRIGHT, Storyy Education seeks not only to keep students safe today but to 

equip them with the lifelong digital skills, judgement and resilience needed to thrive in an 

increasingly connected world. 

3. Legislative and Regulatory Framework 

Storyy Education is committed to maintaining the highest standards of online safety and digital 

safeguarding. This policy has been developed with reference to current legislation, statutory 

guidance and recognised best practice, ensuring that the organisation's arrangements remain 

consistent with national safeguarding expectations and the responsibilities of Alternative Provision 

providers. 

This policy should be read alongside the latest versions of: 

• Keeping Children Safe in Education (KCSIE) 2026;  

• Working Together to Safeguard Children;  

• The Online Safety Act 2023;  

• Education for a Connected World Framework;  

• Teaching Online Safety in Schools;  

• The Prevent Duty Guidance;  

• The UK General Data Protection Regulation (UK GDPR);  

• Data Protection Act 2018;  

• Equality Act 2010;  

• Computer Misuse Act 1990;  

• Human Rights Act 1998;  

• SEND Code of Practice: 0–25 Years;  

• Alternative Provision Statutory Guidance;  
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• DfE Filtering and Monitoring Standards for Schools and Colleges;  

• ICO guidance relating to children's data, privacy and information security.  

Storyy Education recognises that online safety is inseparable from safeguarding. Digital technologies 

can present opportunities for learning whilst also exposing children and young people to abuse, 

exploitation, bullying, harmful content, criminal activity, misinformation and emerging risks 

associated with artificial intelligence and rapidly developing online platforms. Consequently, online 

safety is embedded throughout safeguarding practice, curriculum delivery and organisational 

decision-making. 

The organisation will review this policy regularly to reflect legislative changes, technological 

developments, emerging safeguarding risks and updated national guidance, ensuring that practice 

remains current, effective and responsive. 

4. Storyy Education as an Alternative Provision Provider 

Storyy Education is a specialist Alternative Provision provider delivering the RESET and BRIGHT 

programmes to children and young people experiencing barriers to education, including disrupted 

learning, trauma, exclusion, emotionally based school avoidance (EBSA), SEND, SEMH needs, medical 

needs and other vulnerabilities affecting successful participation in education. 

Storyy Education is not a registered school and does not replace the statutory safeguarding, 

curriculum or governance responsibilities of a student's commissioning school or local authority 

unless these responsibilities have been formally delegated through contractual arrangements. 

Digital safeguarding is therefore a shared responsibility between Storyy Education, commissioning 

schools, local authorities, parents or carers and other relevant professionals. Storyy Education works 

collaboratively with commissioning partners to ensure that online safety education, safeguarding 

arrangements and acceptable use expectations are consistent, coordinated and responsive to each 

student's individual circumstances. 

Online learning and digital technology may be used across a wide range of Storyy Education 

environments, including RESET Primary, RESET Secondary, BRIGHT Outreach, home-based learning, 

community settings, vocational placements, educational visits and remote engagement. Staff ensure 

that appropriate safeguarding arrangements, supervision and risk assessments are in place 

regardless of where digital learning takes place. 

Before digital learning activities are planned, staff consider the student's developmental stage, 

previous online safety education, SEND needs, EHCP outcomes, safeguarding history, emotional 

wellbeing, access to technology, parental support and any known contextual safeguarding risks. This 

ensures that learning remains personalised, proportionate and appropriate whilst maintaining high 

expectations for every student. 

Storyy Education also recognises that many students may have experienced inconsistent supervision 

online, unrestricted access to digital platforms or previous exposure to harmful online experiences. 

The organisation therefore places a strong emphasis on rebuilding digital confidence, promoting 

healthy online behaviours and teaching practical strategies that enable students to recognise risk, 

seek support and participate safely within an increasingly connected world. 
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5. Digital Safeguarding Principles 

Digital safeguarding is embedded throughout every aspect of Storyy Education's practice and forms 

an integral part of the organisation's wider safeguarding culture. The use of technology should 

enhance learning, communication, creativity and personal development whilst ensuring that 

students, staff and the wider community remain safe, respected and protected from harm. Online 

safety is therefore considered within all aspects of curriculum planning, mentoring, safeguarding, 

behaviour support and daily practice. 

The following principles underpin the delivery of online safety, digital technology and acceptable use 

throughout Storyy Education. 

5.1 Safeguarding First 

The safety and wellbeing of children and young people will always take priority over the use of 

technology. Decisions relating to digital learning, internet access, online platforms, artificial 

intelligence and communication technologies will always be informed by safeguarding 

considerations and individual risk assessments where appropriate. Staff understand that online 

safety is a safeguarding responsibility and will respond to concerns in accordance with the Storyy 

Education Child Protection and Safeguarding Policy. 

5.2 Education Before Restriction 

Whilst appropriate filtering, monitoring and security systems are essential, Storyy Education 

recognises that technology alone cannot keep young people safe. Students are therefore taught how 

to recognise online risks, think critically, make informed decisions and seek help when concerns 

arise. The organisation aims to develop confident, resilient and responsible digital citizens who can 

apply these skills beyond their time at Storyy Education. 

5.3 Stage-not-Age Learning 

Online safety education is delivered using Storyy Education's stage-not-age approach. Staff recognise 

that many students have experienced disrupted education, inconsistent curriculum coverage or gaps 

in previous learning. Digital safety education is therefore planned according to each student's 

developmental stage, understanding, previous experiences and identified needs whilst maintaining 

age-appropriate expectations and respectful learning environments. 

5.4 Trauma-Informed Practice 

Many students accessing RESET and BRIGHT have experienced trauma, adverse childhood 

experiences, emotionally based school avoidance (EBSA), exploitation or other significant 

vulnerabilities. Staff recognise that these experiences may influence how students use technology, 

form online relationships, respond to digital communication or engage with online content. Online 

safety education is therefore delivered through positive relationships, emotional safety, restorative 

practice and predictable routines that support confidence, trust and resilience. 

5.5 Inclusion and Accessibility 

Storyy Education is committed to ensuring that every student can access online safety education 

regardless of their individual needs. Teaching is adapted appropriately for students with SEND, 

including Autism Spectrum Condition (ASC), Attention Deficit Hyperactivity Disorder (ADHD), Social, 

Emotional and Mental Health (SEMH) needs, Speech, Language and Communication Needs (SLCN), 
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cognition and learning difficulties, sensory needs and physical disabilities. Reasonable adjustments 

are made where necessary to ensure that learning remains ambitious, accessible and meaningful. 

5.6 Positive Digital Citizenship 

Storyy Education promotes responsible, respectful and ethical use of technology. Students are 

encouraged to consider how their online behaviour affects themselves and others, understand their 

digital footprint, respect privacy, challenge discrimination, communicate appropriately and 

contribute positively to online communities. Staff model professional and responsible digital 

behaviour at all times, recognising that children and young people learn through observation as well 

as direct teaching. 

5.7 Shared Responsibility 

Maintaining online safety is a shared responsibility between Storyy Education, students, parents or 

carers, commissioning schools, local authorities and partner agencies. Effective communication, 

information sharing and collaborative working ensure that online safety messages remain consistent 

across all environments in which students access education and technology. Storyy Education works 

proactively with families and commissioning partners to support safe, responsible and appropriate 

use of digital technology both within and beyond the provision. 

5.8 Preparing Students for Modern Digital Life 

Technology continues to evolve rapidly, creating new opportunities alongside emerging safeguarding 

risks. Storyy Education aims to prepare students not only for their current educational experiences 

but also for successful participation in further education, employment and adult life. This includes 

developing digital literacy, critical thinking, responsible use of artificial intelligence, cyber awareness, 

online professionalism and the confidence to navigate future technologies safely and responsibly. 

6. Online Safety Curriculum 

Storyy Education recognises that online safety cannot be taught through isolated lessons alone. 

Instead, digital safeguarding is embedded throughout the wider curriculum, PSHE and RSHE, 

therapeutic mentoring, restorative conversations, enrichment activities and everyday interactions 

with trusted adults. Learning is progressive, responsive to individual need and closely linked to each 

student's wider personal development, safeguarding needs and preparation for adulthood. 

The online safety curriculum complements the student's commissioned provision and is delivered 

through the RESET and BRIGHT programmes using practical, discussion-based and real-life learning 

experiences. Curriculum content is reviewed regularly to reflect emerging technologies, changing 

online behaviours, national safeguarding priorities and the individual circumstances of students. 

The curriculum is organised around six key strands. 

6.1 Healthy Digital Relationships 

Students develop the knowledge and skills required to build respectful, safe and healthy 

relationships within digital environments. Teaching explores appropriate online communication, 

respect for others, consent, personal boundaries, cyberbullying, peer pressure, positive behaviour 

on social media and the importance of recognising unhealthy or abusive online relationships. 
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6.2 Keeping Safe Online 

Students are supported to recognise online risks and develop practical strategies to protect 

themselves and others. Learning includes online privacy, passwords, personal information, scams, 

phishing, identity theft, grooming, exploitation, inappropriate contact, location sharing and 

recognising situations that require adult support or safeguarding intervention. 

6.3 Digital Citizenship 

The curriculum promotes responsible participation within online communities by encouraging 

students to consider the impact of their digital behaviour, online reputation and digital footprint. 

Students develop an understanding of respect, copyright, intellectual property, responsible sharing 

of information and the long-term consequences of online activity. 

6.4 Critical Thinking and Artificial Intelligence 

Students develop the ability to evaluate online information critically and make informed decisions 

about digital content. Teaching includes misinformation, disinformation, fake news, manipulated 

media, online influencers, advertising, algorithms and the responsible use of artificial intelligence. 

Students are encouraged to question the reliability of online information and understand that AI-

generated content should always be verified before being accepted as accurate. 

6.5 Digital Health and Wellbeing 

Storyy Education promotes healthy and balanced use of technology. Students explore topics 

including screen time, gaming, social media, emotional wellbeing, healthy routines, sleep, online 

behaviour, digital addiction and maintaining positive relationships both online and offline. Teaching 

encourages students to recognise when technology supports wellbeing and when it may become 

harmful or overwhelming. 

6.6 Preparing for Adult Digital Life 

As students progress through RESET and BRIGHT, increasing emphasis is placed upon developing the 

digital knowledge and skills required for further education, employment and independent living. 

Learning includes professional online conduct, digital communication, online banking awareness, 

financial scams, cyber security, employability, responsible use of workplace technology and 

maintaining a positive digital reputation. 

7. Safeguarding Through Technology 

Online safety is an integral part of Storyy Education's safeguarding arrangements and is embedded 

throughout the organisation's culture, curriculum and daily practice. Staff recognise that digital 

technology can enhance learning, communication and personal development whilst also exposing 

children and young people to significant safeguarding risks. Storyy Education therefore adopts a 

proactive and preventative approach that combines education, trusted relationships, professional 

curiosity and effective safeguarding procedures. 

Many students accessing RESET and BRIGHT have experienced disrupted education, trauma, 

exploitation, emotionally based school avoidance (EBSA), unmet SEND needs or social, emotional 

and mental health (SEMH) difficulties that may increase their vulnerability online. Staff understand 

that these factors may affect how students engage with technology, form online relationships or 

respond to digital communication. Online safeguarding is therefore personalised and responsive to 
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each student's individual circumstances, recognising that risks may differ significantly between 

students. 

Through the online safety curriculum, mentoring, restorative conversations and everyday 

interactions, students are supported to recognise online risks, develop protective behaviours and 

understand how to seek help if something online makes them feel worried, uncomfortable or 

unsafe. Particular emphasis is placed on developing confidence to report concerns, recognising that 

many young people experiencing online abuse may feel embarrassed, frightened or uncertain about 

asking for support. 

Storyy Education teaches students about a broad range of online safeguarding risks appropriate to 

their age, stage of development and individual needs. These include online grooming, child sexual 

exploitation, child criminal exploitation, county lines, radicalisation and extremism, cyberbullying, 

child-on-child abuse, harmful sexual behaviour, online coercion, sextortion, sharing of indecent 

images, inappropriate online relationships, online fraud, financial scams, misinformation, 

disinformation, artificial intelligence, exposure to harmful or illegal content and the misuse of social 

media, gaming platforms and digital communication. 

The organisation also recognises the increasing risks associated with anonymous messaging 

applications, livestreaming, location sharing, online influencers, image manipulation, deepfakes and 

AI-generated content. Students are encouraged to think critically about the information they 

encounter online, question the reliability of digital content and understand that not everything they 

see or read online is accurate, safe or trustworthy. 

Where concerns arise, staff respond in accordance with the Storyy Education Child Protection and 

Safeguarding Policy. Online safety concerns are treated as safeguarding concerns whenever there is 

reason to believe that a student may be at risk of abuse, neglect, exploitation or significant harm. 

Staff will listen carefully, respond appropriately, avoid judgement and follow the organisation's 

safeguarding procedures without delay. 

Any online safeguarding concern, disclosure or incident will be recorded promptly and factually 

within CPOMS and referred immediately to the Designated Safeguarding Lead (DSL) or Deputy DSL. 

The DSL will determine appropriate next steps, including liaison with parents or carers where 

appropriate, commissioning schools, local authorities, children's social care, the Police, CEOP or 

other relevant agencies in accordance with statutory safeguarding guidance. 

Storyy Education recognises that safeguarding through technology extends beyond responding to 

incidents. Staff remain professionally curious, monitor emerging safeguarding themes, maintain up-

to-date knowledge of evolving digital risks and receive regular safeguarding and online safety 

training. Lessons learned from incidents, national guidance and local safeguarding intelligence 

inform ongoing curriculum development, staff training and organisational practice. 

By embedding online safety throughout the wider safeguarding culture, Storyy Education seeks not 

only to protect students from immediate harm but also to equip them with the resilience, 

judgement and confidence required to participate safely within an increasingly connected digital 

world. 

8. Artificial Intelligence (AI) and Emerging Technologies 

Storyy Education recognises that artificial intelligence (AI) is becoming an increasingly significant part 

of education, employment and everyday life. AI technologies have the potential to enhance learning, 
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creativity, accessibility and productivity, whilst also presenting new safeguarding, ethical and 

educational challenges. The organisation is committed to ensuring that both staff and students 

understand how AI can be used safely, responsibly and appropriately. 

Artificial intelligence may be used within Storyy Education to support learning, curriculum planning, 

administrative processes and the development of personalised educational resources. However, AI 

must never replace professional judgement, safeguarding responsibilities or meaningful 

relationships between staff and students. All information generated through AI should be critically 

evaluated, verified against reliable sources where appropriate and used in a manner that supports 

rather than undermines learning. 

Students are taught that AI-generated content may be inaccurate, misleading, biased or entirely 

fabricated. Through the online safety and wider curriculum, they develop the critical thinking skills 

required to question information, recognise the limitations of AI and understand the importance of 

verifying digital content before relying upon it. They are also supported to understand issues relating 

to copyright, plagiarism, academic integrity, privacy and the ethical use of emerging technologies. 

Staff using AI remain responsible for the accuracy, quality and appropriateness of any material 

produced. Confidential, personal or safeguarding information must never be entered into publicly 

available AI platforms unless this is authorised, compliant with data protection legislation and 

approved through Storyy Education's information governance arrangements. Professional 

judgement must always take precedence over AI-generated suggestions or recommendations. 

Artificial intelligence must not be used to generate behaviour records, safeguarding decisions, risk 

assessments or professional opinions without appropriate review by a suitably qualified member of 

staff. Decisions affecting students will always remain the responsibility of Storyy Education 

professionals and will be informed by direct knowledge of the student, professional expertise and 

organisational safeguarding procedures. 

As technology continues to evolve, Storyy Education will regularly review its approach to artificial 

intelligence, ensuring that emerging opportunities and risks are reflected within staff training, 

curriculum planning and safeguarding arrangements. The organisation is committed to promoting 

responsible innovation whilst maintaining the highest standards of safeguarding, privacy, 

educational integrity and professional accountability. 

9. Acceptable Use of Digital Technology 

Storyy Education recognises that digital technology is essential for learning, communication, 

safeguarding and the effective operation of the organisation. All users of Storyy Education 

technology are expected to use digital systems responsibly, professionally and lawfully, ensuring that 

their actions support safeguarding, protect confidential information and promote a positive learning 

environment. 

The expectations within this section apply to all staff, volunteers, students, contractors, visitors and 

any individual accessing Storyy Education's digital systems, devices or network services. 

9.1 General Expectations 

Everyone using technology within Storyy Education is expected to use digital resources safely, 

respectfully and responsibly. Technology should only be used for legitimate educational, 

safeguarding or organisational purposes and in ways that reflect the values of the organisation. 
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Users are expected to: 

• protect their own accounts, passwords and authentication credentials;  

• respect the privacy and dignity of others;  

• access only information that they are authorised to view;  

• report any concerns relating to online safety, cyber security or inappropriate digital content 

immediately;  

• comply with all safeguarding, confidentiality and data protection requirements;  

• use digital technology in a manner that supports learning, wellbeing and positive 

relationships.  

Any misuse of technology may result in disciplinary procedures, safeguarding action, withdrawal of 

access or referral to external agencies where appropriate. 

9.2 Staff Acceptable Use 

Staff play a vital role in modelling safe, professional and responsible use of technology. All staff are 

expected to maintain the highest standards of professional conduct whenever using digital devices, 

online platforms or electronic communication. 

Staff must: 

• use Storyy Education devices and systems primarily for professional purposes;  

• maintain secure passwords and protect access to organisational systems;  

• immediately report suspected cyber security incidents or data breaches;  

• ensure confidential information is stored, shared and disposed of securely;  

• use only authorised software, applications and digital platforms;  

• maintain appropriate professional boundaries when communicating electronically with 

students;  

• follow the organisation's policies regarding mobile phones, photography, social media and 

artificial intelligence;  

• ensure that any safeguarding concerns identified through technology are recorded promptly 

on CPOMS and reported to the Designated Safeguarding Lead.  

Staff must not: 

• share passwords or login credentials;  

• access inappropriate, offensive or illegal material;  

• install unauthorised software;  

• use personal email accounts for organisational business;  

• communicate with students through personal social media accounts or unauthorised 

messaging platforms;  
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• record, photograph or film students using personal devices unless specifically authorised in 

exceptional circumstances and in accordance with organisational procedures;  

• enter confidential student information into publicly available AI platforms.  

Professional judgement, safeguarding responsibilities and confidentiality must always take 

precedence over convenience when using technology. 

9.3 Student Acceptable Use 

Storyy Education encourages students to use technology positively and responsibly as part of their 

education and preparation for adulthood. Students are expected to demonstrate respect for 

themselves and others whenever using digital technology, whether within Storyy Education or 

elsewhere. 

Students are expected to: 

• use technology safely and respectfully;  

• follow staff instructions regarding digital devices;  

• protect their own passwords and personal information;  

• report anything online that makes them feel worried, uncomfortable or unsafe;  

• respect the privacy of others;  

• use technology to support learning and personal development.  

Students must not: 

• deliberately access inappropriate or illegal content;  

• use technology to bully, threaten, intimidate or harass others;  

• photograph, film or record another person without permission;  

• share personal information that may place themselves or others at risk;  

• attempt to bypass security, filtering or monitoring systems;  

• deliberately damage or misuse Storyy Education equipment or digital services.  

Where inappropriate use occurs, staff will respond using education, restorative practice and 

safeguarding procedures alongside any necessary behaviour management measures. 

9.4 Personal Devices 

Storyy Education recognises that mobile phones, tablets and other personal devices form an 

important part of modern life. However, their use within the provision must never compromise 

safeguarding, learning, confidentiality or the wellbeing of others. 

The use of personal devices by staff and students is governed by the Storyy Education Mobile Phone 

and Smart Device Policy. Any photography, filming, audio recording or live streaming must be 

authorised and comply with safeguarding requirements, data protection legislation and parental 

consent arrangements. 
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9.5 Internet, Email and Network Use 

Access to the internet is provided to support education, safeguarding and organisational business. 

Storyy Education operates appropriate filtering, monitoring and cyber security arrangements to 

reduce exposure to harmful or illegal material whilst recognising that no filtering system can 

completely eliminate online risk. 

Users are expected to use email, internet services, cloud storage and digital communication 

professionally, responsibly and in accordance with organisational procedures. Any attempt to access 

inappropriate material, circumvent security measures, introduce malicious software or misuse 

organisational systems may result in disciplinary action and, where appropriate, referral to external 

agencies. 

9.6 Data Protection and Information Security 

Everyone using Storyy Education technology shares responsibility for protecting personal 

information and maintaining information security. Confidential information must only be accessed 

by authorised individuals and handled in accordance with the UK General Data Protection 

Regulation (UK GDPR), the Data Protection Act 2018 and Storyy Education's Data Protection Policy. 

Personal information relating to students, families, staff or partner organisations must be stored 

securely, shared only where lawful and necessary, and protected from unauthorised access, 

accidental loss or inappropriate disclosure. 

9.7 Monitoring and Compliance 

To protect students, staff and organisational systems, Storyy Education reserves the right to monitor 

the use of its digital networks, devices, internet services and communication systems where lawful 

and proportionate to do so. Monitoring is undertaken to support safeguarding, maintain cyber 

security, investigate concerns, ensure compliance with organisational policies and protect the 

integrity of the organisation's systems. 

Users should not expect complete privacy when using Storyy Education equipment or digital 

services. Monitoring will always be undertaken in accordance with data protection legislation, 

employment law and organisational procedures, ensuring that it remains proportionate, transparent 

and respectful of individual rights. 

10. Mobile Phones, Smart Devices and Social Media 

Digital technology, including mobile phones, smart watches, tablets and other internet-enabled 

devices, plays an increasingly important role in education and everyday life. Storyy Education 

recognises that these technologies can support communication, learning and independence whilst 

also presenting safeguarding, privacy and wellbeing risks. Clear expectations are therefore 

established to ensure that technology is used safely, responsibly and appropriately. 

10.1 Student Mobile Phones and Personal Devices 

Storyy Education expects students to use personal technology responsibly and in accordance with 

staff instructions. Mobile phones and other personal devices must not disrupt learning, compromise 

safeguarding or infringe upon the privacy of others. 

The arrangements for student mobile phone use may vary according to the individual student, 

programme, activity, risk assessment or placement objectives. Where appropriate, students may be 
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asked to hand mobile phones or other devices to a member of staff at the beginning of a session or 

store them securely until required. This approach supports concentration, promotes positive 

engagement and reduces unnecessary distractions whilst remaining sensitive to individual 

circumstances. 

Students must not use personal devices to photograph, film or record staff, students or visitors 

without explicit permission. The unauthorised sharing of images, videos, audio recordings or 

personal information is strictly prohibited and will be managed in accordance with the Behaviour 

Policy and Child Protection and Safeguarding Policy. 

Where a student uses technology in a manner that presents a safeguarding concern, staff will 

prioritise safety, respond proportionately and follow the organisation's safeguarding procedures. 

Responses will focus on education, restorative practice and positive behaviour support wherever 

possible. 

10.2 Staff Mobile Phones and Personal Devices 

Staff are expected to model safe, responsible and professional use of technology at all times. 

Personal mobile phones should not distract from supervision, teaching, mentoring or safeguarding 

responsibilities and should only be used during working hours where appropriate and in accordance 

with organisational procedures. 

Personal devices must never be used to photograph, film or record students except in exceptional 

circumstances where no suitable organisational device is available, the action is authorised by the 

Provision Manager and any images are transferred securely to Storyy Education systems before 

being deleted immediately from the personal device. 

Staff must not communicate with students through personal social media accounts, personal 

messaging applications or private telephone numbers unless specifically authorised as part of an 

agreed organisational communication process. Professional boundaries must always be maintained. 

10.3 Smart Devices and Wearable Technology 

The increasing use of smart watches, fitness trackers, voice assistants and other connected devices 

presents additional safeguarding and privacy considerations. Storyy Education may restrict the use 

of wearable technology where it interferes with learning, compromises safeguarding, enables 

unauthorised communication or creates unnecessary distractions. 

Where wearable devices include cameras, microphones, internet access or communication 

functions, staff may require them to be removed or switched off during learning activities. 

10.4 Photography, Filming and Digital Media 

Photography, filming and audio recording must always respect the dignity, privacy and safety of 

every individual. Images or recordings of students may only be taken using authorised Storyy 

Education equipment and in accordance with parental consent, data protection legislation and the 

organisation's media procedures. 

Students, visitors and members of the public are not permitted to photograph or film other 

individuals without permission. Any misuse of digital media that compromises safeguarding, 

confidentiality or privacy will be treated seriously and managed through the appropriate 

safeguarding and behaviour procedures. 
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10.5 Social Media 

Storyy Education recognises that social media forms an important part of many young people's lives 

and provides opportunities for communication, creativity and learning. However, social media also 

presents safeguarding risks including cyberbullying, grooming, exploitation, misinformation, 

inappropriate contact, reputational harm and breaches of privacy. 

Students are encouraged to think critically about the content they view and share online, 

understand the permanence of their digital footprint and use social media respectfully and 

responsibly. Staff reinforce these messages through the wider curriculum, mentoring and restorative 

conversations. 

Staff must maintain professional boundaries at all times and must not accept friend requests, follow 

students through personal accounts or engage with students using private social networking 

platforms. Organisational social media accounts must only be managed by authorised staff in 

accordance with Storyy Education's communication procedures. 

10.6 Responding to Concerns 

Any concerns relating to mobile phones, personal devices, social media or digital communication 

that indicate a safeguarding risk will be managed in accordance with the Storyy Education Child 

Protection and Safeguarding Policy. Staff will respond promptly, preserve evidence where 

appropriate, record concerns on CPOMS and report them immediately to the Designated 

Safeguarding Lead (DSL). 

Where concerns involve criminal activity, exploitation, indecent images of children, online coercion, 

threats or other serious offences, Storyy Education will work with commissioning schools, local 

authorities, the Police, CEOP and other relevant agencies as appropriate. 

11. Reporting Concerns and Responding to Online Safety Incidents 

Storyy Education encourages all students, staff, parents, carers and visitors to report any online 

safety concern, cyber security issue or inappropriate use of technology without delay. Concerns will 

always be taken seriously and responded to promptly, proportionately and in accordance with the 

organisation's safeguarding procedures. 

Online safety concerns may arise in a variety of ways, including disclosures from students, 

observations by staff, filtering or monitoring systems, reports from parents or carers, information 

received from commissioning schools or partner agencies, or concerns identified through mentoring, 

restorative conversations or wider safeguarding practice. Regardless of how concerns are identified, 

the safety and wellbeing of the student will remain the primary consideration. 

Where an online safety concern presents, or may present, a safeguarding risk, staff must respond in 

line with the Child Protection and Safeguarding Policy. Concerns should be recorded factually and 

without delay on CPOMS before being reported immediately to the Designated Safeguarding Lead 

(DSL) or Deputy DSL. Staff should never investigate safeguarding concerns independently or attempt 

to manage serious incidents without appropriate support. 

The DSL will assess the concern, determine any immediate protective actions required and 

coordinate appropriate referrals or information sharing with parents or carers, commissioning 

schools, local authorities, children's social care, the Police, CEOP or other relevant agencies where 
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necessary. Responses will always be proportionate to the level of risk and guided by statutory 

safeguarding responsibilities. 

Where incidents do not meet safeguarding thresholds but indicate inappropriate use of technology, 

staff will respond through education, restorative practice, behaviour support and digital safety 

education. Wherever possible, incidents will be used as opportunities to strengthen students' 

understanding of safe, responsible and respectful use of technology. 

Following any significant online safety incident, Storyy Education will review the circumstances, 

identify any lessons learned and consider whether updates are required to individual risk 

assessments, behaviour support plans, curriculum delivery, staff training or organisational 

procedures. This process supports continuous improvement and helps ensure that safeguarding 

arrangements remain responsive to emerging technologies and evolving online risks. 

12. Roles and Responsibilities 

Promoting online safety is a shared responsibility across Storyy Education. Every member of the 

organisation has a role in creating a safe digital environment, modelling responsible use of 

technology and protecting students from online harm. 

The Board of Directors is responsible for ensuring that appropriate governance arrangements are in 

place to support effective online safety, digital safeguarding and information security across the 

organisation. The Board monitors compliance with statutory guidance, approves organisational 

policies and ensures that sufficient resources are available to maintain safe digital systems and 

effective staff training. 

The Managing Director provides strategic leadership for online safety and digital safeguarding, 

ensuring that this policy is implemented consistently across Storyy Education. The Managing 

Director is responsible for ensuring that digital safeguarding remains aligned with current legislation, 

organisational policies and the wider safeguarding framework. 

The Designated Safeguarding Lead (DSL) has strategic responsibility for overseeing online 

safeguarding concerns, monitoring emerging digital risks and ensuring that staff respond 

appropriately to technology-facilitated safeguarding issues. The DSL manages referrals, oversees 

safeguarding records held on CPOMS, coordinates multi-agency working where required and 

ensures that online safety remains embedded within safeguarding practice. 

Provision Managers are responsible for the day-to-day implementation of this policy within their 

provision. They ensure that staff understand their responsibilities, appropriate digital safeguarding 

measures are maintained, curriculum delivery reflects current online safety risks and concerns are 

managed consistently and effectively. 

Mentors, Tutors and all Staff are responsible for modelling safe and professional use of technology, 

delivering online safety education, maintaining appropriate professional boundaries, identifying 

safeguarding concerns and following organisational procedures for recording and reporting 

concerns. Staff are expected to maintain professional curiosity and remain informed about emerging 

online risks affecting children and young people. 

Parents and Carers are recognised as important partners in promoting safe technology use. Storyy 

Education encourages open communication with families, sharing appropriate guidance and working 

collaboratively to support students in developing safe, responsible and respectful digital behaviours 

both within and beyond the provision. 
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Students are encouraged to use technology safely, responsibly and respectfully, follow staff 

guidance, report concerns promptly and contribute positively to maintaining a safe digital learning 

environment. Through the RESET and BRIGHT programmes, students are supported to become 

increasingly independent, responsible and resilient digital citizens. 

Commissioning Schools and Local Authorities retain responsibility for the student's wider statutory 

safeguarding and educational arrangements where applicable. Storyy Education works 

collaboratively with commissioners to share relevant information, coordinate safeguarding 

responses and ensure that online safety education complements the student's broader curriculum 

and support arrangements. 

13. Monitoring, Evaluation and Quality Assurance 

Storyy Education is committed to continually improving its approach to online safety, digital 

safeguarding and acceptable use of technology. Regular monitoring and evaluation ensure that this 

policy remains effective, reflects current legislation and responds to emerging technologies and 

safeguarding risks. 

Senior leaders and Provision Managers monitor the implementation of this policy through quality 

assurance activities, curriculum review, safeguarding oversight and professional supervision. 

Monitoring considers the effectiveness of online safety education, the consistency of staff practice 

and the organisation's ability to identify and respond to emerging digital safeguarding concerns. 

Quality assurance includes reviewing curriculum coverage, staff training, student voice, digital 

safeguarding incidents, behaviour trends, attendance, intervention outcomes, online safety concerns 

recorded within CPOMS, feedback from parents and carers, commissioner feedback and 

developments within national safeguarding guidance. Information gathered through these processes 

informs curriculum development, staff training, organisational improvement and policy review. 

Filtering and monitoring arrangements are reviewed regularly to ensure that they remain 

appropriate to the organisation's digital environment and continue to support safeguarding without 

unnecessarily restricting learning opportunities. Lessons learned from incidents, safeguarding 

reviews or changes in technology are used to strengthen practice across Storyy Education. 

This policy will be reviewed at least annually, or sooner where significant changes in legislation, 

statutory guidance, technology or organisational practice require amendment. Through a culture of 

reflection and continuous improvement, Storyy Education seeks to maintain the highest standards of 

digital safeguarding and prepare students to participate safely and confidently within an increasingly 

connected world. 

14. Links with Other Policies 

This policy should be read alongside the wider suite of Storyy Education policies to ensure a 

consistent and coordinated approach to safeguarding, digital technology and personal development. 

Particular links exist with the: 

• Child Protection and Safeguarding Policy  

• Positive Behaviour, Relationships and Emotional Regulation Policy  

• PSHE and RSHE Policy  
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• Curriculum Policy  

• Attendance Policy  

• Mobile Phone and Smart Device Policy  

• Equality, Diversity and Inclusion Policy  

• Data Protection Policy  

• Staff Code of Conduct  

• Complaints Policy  

Together, these policies provide the framework through which Storyy Education promotes safe, 

responsible and effective use of digital technology whilst safeguarding children and young people 

and preparing them for successful participation in modern society. 

15. Filtering, Monitoring and Cyber Security 

Storyy Education recognises that effective filtering, monitoring and cyber security arrangements 

form an important part of the organisation's wider safeguarding responsibilities. Whilst technology 

plays a vital role in reducing exposure to harmful content and identifying potential risks, it does not 

replace professional curiosity, effective supervision or high-quality online safety education. Filtering 

and monitoring are therefore implemented alongside the wider safeguarding culture, curriculum 

and staff vigilance. 

Appropriate filtering systems are used to reduce the likelihood of students accessing illegal, 

inappropriate or harmful online material whilst enabling access to legitimate educational resources. 

Monitoring arrangements support the identification of safeguarding concerns, inappropriate use of 

technology, cyber security risks and potential breaches of organisational policies. Any concerns 

identified through filtering or monitoring will be reviewed promptly and managed proportionately in 

accordance with the Storyy Education Child Protection and Safeguarding Policy. 

Storyy Education is committed to maintaining secure digital systems that protect students, staff and 

organisational information from unauthorised access, cyber threats and accidental data loss. Staff 

are expected to maintain secure passwords, use multi-factor authentication where available, protect 

organisational devices, report suspicious emails or cyber security concerns immediately and ensure 

that software, operating systems and security updates are maintained appropriately. 

Only authorised users may access Storyy Education's digital systems and information. Access 

permissions are allocated according to individual roles and responsibilities, with confidential 

information restricted to those who require it to carry out their professional duties. Personal 

information is managed in accordance with the UK General Data Protection Regulation (UK GDPR), 

the Data Protection Act 2018 and the organisation's Data Protection Policy. 

The effectiveness of filtering, monitoring and cyber security arrangements is reviewed regularly by 

senior leaders to ensure that systems remain appropriate, proportionate and responsive to 

emerging technologies, safeguarding risks and changes in statutory guidance. Lessons learned from 

incidents, safeguarding reviews, cyber security alerts and technological developments inform 

continuous improvement across the organisation. 
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Appendix A – Digital Safety Curriculum Framework  
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Appendix B – Online Risks Progression  
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Appendix C – AI Decision Tree ("Can I use AI for this?")  
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Appendix D – Online Safety Incident Flowchart  
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Appendix E – Filtering & Monitoring Escalation Process 

 


